Supercharge your
Palo Alto Networks Firewall
with ﬁle-based protection from Glasswall CDR

Glasswall - Palo Alto Networks
Firewall Plug-in

Close your ﬁle-based protection gap with our industry-leading
CDR (Content Disarm and Reconstruction) plug-in
Protect against malware, ransomware and other ﬁle-based threats
Safely browse the internet with complete ﬁle security
Take a Zero-Trust approach to all ﬁle uploads and downloads
Match business requirements with our highly scalable CDR solution

Supported Firewalls: VM Series, PA Series

Book a demo

Your ﬁrewall is leaving you at risk
from ﬁle-based threats
Next generation solutions like the Palo Alto Networks Firewall have never
been more important for organizations to guard against malicious traﬃc.
They oﬀer essential protection against spyware, route kits, viruses, bad URLs
and other malicious content found in the traﬃc users encounter while
browsing the web.
The protection requirement for users browsing the web is two-fold. They
not only need to safely browse, but also to download and upload ﬁles to and
from a local device. The out-the-box Palo Alto Networks Firewall provides
sophisticated protection against malicious traﬃc, but is unable to oﬀer
adequate protection against ﬁle-based threats. It lacks the capability to
assess and address any discrepancies within the DNA of a ﬁle. Instead, it
relies on traditional antivirus databases to learn of zero-day threats, resulting
in a protection gap average of 18 days.
This allows malicious content to pass through the ﬁrewall and into your IT
infrastructure undetected - leaving your organization at considerable risk
from ﬁle-based threats.

Our plug-in oﬀers security
without compromise
The Glasswall - Palo Alto Networks Plug-in is a simple to install and highly
scalable solution that seamlessly integrates our industry leading CDR
platform with new or existing Series PA or VM Palo Alto Networks Firewall
deployments. The plug-in removes the reliance on Palo Alto Network’s
detection-based practices for ﬁle-based threats. Instead, it switches to a
zero-trust approach, where the Glasswall CDR platform treats every ﬁle a
user downloads, or uploads as if it were malicious.
The end result is an all-in-one security solution that protects against
malicious web traﬃc with an industry leading ﬁrewall solution, while
simultaneously ensuring all ﬁle-based threats are neutralized via the
patented Glasswall CDR platform.

Complete ﬁle-based security
with Glasswall’s Zero-Trust Approach
The Glasswall - Palo Alto Networks plug-in assumes a zero-trust approach for every ﬁle a user
encounters while browsing the web. Each ﬁle is processed as if it were malicious, applying our
patented and highly ISG* compliant 4-step CDR process, returning all supported ﬁles to their
known good manufacturer’s speciﬁcation.
*ISG - Inspection and Sanitization Guidance standards by the National Security Agency (NSA)

1. Inspect

2. Rebuild

3. Clean

4. Deliver

Breaks the ﬁle down
into it’s constituent
components.
Validates the ﬁle’s
structure against it’s
speciﬁcation.

Non-conforming ﬁle
structures that fail
validation are rebuilt
in-line with the ﬁle’s
speciﬁcation.

Removes high-risk ﬁle
structures that contain
active content, based
on a conﬁgurable
policy.

Semantic checks ensure
the ﬁle’s integrity. The
safe and the visually
identical ﬁle is now
ready to use.

Known-good manufacturer’s
speciﬁcations matter - here’s why
Our commitment to returning all ﬁles to their manufacturer’s known-good speciﬁcation sets
Glasswall apart. Some CDR providers either ﬂatten a ﬁle or they use non-proprietary libraries to
rebuild the ﬁle in question. There are problems with each approach. With ﬁle ﬂattening, where a
document is converted into an image-based format, the process removes all useability of the
original document. And non-proprietary libraries do not always conform to the known-good
manufacturer’s speciﬁcations, so the rebuilt ﬁle’s structure does not meet published security
standards.

What does complete ﬁle-based
protection guard against?
Acroforms
‘Acrobat Forms’ look just like any other form, but they may also
contain active code such as JavaScript. This active code can be
exploited to launch attacks commonly missed by traditional antivirus.

Macros and JavaScript
Forms of active code. These extra ﬁle functions can perform actions
without a user’s permission, starting a chain reaction of malicious
events. These are often used by bad actors to mount an attack
against the user or receiving system when expressed in a business
document.

Dynamic Data Exchange (DDE)
DDEs within Microsoft documents are known to present risk,
as the protocol may be used to execute malicious code on the
recipient’s computer.

Digital Signatures
Whilst the signing may not represent a threat, if the ownership and
trust of the certiﬁcate chain has been compromised, this could trick
a user into opening a document that contains something malicious.

Embedded Objects
Embedded objects within ﬁles can be used to hide data or provide
a way for active code to be triggered. These objects are often
harnessed by bad actors to perform actions without a user’s
permission or knowledge.

Hyperlinks
Hyperlinks are commonly used in targeted phishing attacks.
While links may appear innocent on the surface, the link itself may
take the user to a diﬀerent destination, designed to start a chain
of malicious events.

Review Comments and Metadata
Metadata can contain information an organization does not wish
to disclose publicly. Such as review comments, tracked changes,
and the names of the ﬁle’s authors.

How does the plug-in work?
The Glasswall-Palo Alto Networks Plug-In leverages Kubernetes to provide a scalable solution
which interacts with the Palo Alto Network Packet Broker, making it possible to sanitize ﬁles and
remove the risks therein.
The Network Packet Broker uses dedicated decryption forwarding interfaces to connect with a
security chain, which relays traﬃc via an internal proxy server. This is pre-conﬁgured to use the
ICAP protocol to interact with the Glasswall CDR Platform.
The ﬁrewall and the security chain together function as a private analysis network. When any
necessary security adaptation of the ﬁle has taken place, the Glasswall CDR Platform, as a
security chain device, sends the remaining allowed traﬃc back to the ﬁrewall.
A bi-directional Layer 3 security chain network is established to communicate with the Glasswall
CDR Platform. Each ﬁrewall to Glasswall CDR Platform connection utilizes a single security chain,
from a possible 64 security chains in total. The ﬁrewall can be conﬁgured to balance traﬃc across
multiple security chains to ensure that load is optimized. When conﬁguring multiple security
chains, it is a best practice to deploy enough security chains to provide excess capacity in the
event of a security chain failure. Glasswall recommends that a minimum of three security chains
are established.

Best-in-class ﬁle-based protection
from Glasswall
Glasswall has a renowned reputation for Content, Disarm and Reconstruction. Our CDR technology
utilizes Kubernetes to provide an inﬁnitely scalable and highly ISG* compliant platform. Our platform
is cloud-native oﬀering easy deployment into your organization, and we oﬀer a range of solutions
designed to match diﬀerent organizational requirements, large or small.
*ISG - Inspection and Sanitization Guidance standards by the National Security Agency (NSA)

How we do it better:
Complete ﬁle analysis - giving you transparency into ﬁle
non-conformance with industry speciﬁcations
Complete ﬁle protection - threats removed and ﬁles returned
to known-good speciﬁcations
Content management options to shape an organization’s
security policy based on risk appetite
True ﬁle type detection going beyond just the ﬁle extension
or magic number
Identify and neutralize ﬁles masquerading as benign data

Supercharge your Palo Alto
Networks Firewall
Book a demo

About Glasswall

We believe people should be free
to open their ﬁles without fear.
To click on anything without risk of catastrophe.
To use systems the way they were meant to be used.
That’s why we’re raising the bar on ﬁle security at Glasswall.

We’ve always been diﬀerent - we didn’t start out as a traditional security product.
In the beginning, Glasswall was one of only two ﬁle sanitization ﬁlters in the US Intelligence
Community’s highly classiﬁed networks.
And we are approved in the Cross Domain Raising the Bar standard by the NSA too!
Our fresh approach to security can do what other solutions can’t. We designed Glasswall CDR to
protect businesses against the most advanced ﬁle-based threats. Today, we’re trusted by commercial
and government organizations around the world.

Learn more at glasswall.com

glasswall.com
info@glasswall.com

